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St George’s Bickley CE Primary School 
 

Policy: CCTV 

St George’s Primary School is a Church of England school that promotes the spiritual, moral, cultural and 

physical development of each child. 

Our School Aim: to help all children reach their full potential and develop an enthusiasm for lifelong 

learning within a caring and Christian environment, preparing them to be valuable members of society. 

….Learning today for a better tomorrow 

   

 
Policy Title: CCTV  

LT Responsibility:  Head of School 

Review Body:  Executive Headteacher 

Date:  November 2017 

Review:  November 2018 

 
 

We recognise that our pupils bring with them a wide variety of behaviours influenced by life 

experiences outside school. We aim to respond to each case professionally, objectively and 

compassionately. We are sensitive when working with children and families with specific 

needs and experiences and we continuously seek ways to promote successful partnerships. 

The basis of differentiation will vary dependant on the needs of each case but we will take 

into account the views of parents and families, colleagues and external agencies together 

with any Statement of Special Educational Need or Education, Health and Care Plan. We will 

also ensure compliance with the trust’s Equality Policy taking into account pupils with 

protected characteristics and making reasonable adjustments for pupils with a disability 

within the meaning of the Equality Act 2010. Both the school and trust respects the Public 

Sector Equality Duty (PSED) that requires public bodies to have due regard to the need to 

eliminate discrimination, advance equality of opportunity and foster good relations between 

different people when carrying out their activities. By following the trust’s Equality Policy, the 

school seeks to eliminate unlawful discrimination, harassment and victimisation and other 

conduct prohibited by such legislation. 
  
This policy should be read in conjunction with the Trust’s Equality Policy     

https://www.aquinastrust.org/about/policies 

 

INTRODUCTION 

 

The purpose of this Policy is to regulate the management, operation and use of the closed 

circuit television (CCTV) system at St George’s Bickley Church of England School, hereafter 

referred to as ‘the school’.  The system comprises a number of fixed and dome cameras 

located around the school site.  All cameras are recording. Out of school hours the external 
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cameras are monitored by a central monitoring station, otherwise the recordings are only 

available to selected staff. 

 

This Code follows Data Protection Act guidelines. 

The Code of Practice will be subject to review bi-annually to include consultation as 

appropriate with interested parties.  The CCTV system is owned by the school. 

 

OBJECTIVES AND TARGETS 

 

This CCTV policy explains how St George’s Church of England School will operate its CCTV 

equipment and comply with the current legislation. 

 

 The CCTV Scheme will be registered with the Information Commissioner under the 

terms of the Data Protection Act 1998 and will seek to comply with the requirements 

both of the Data Protection Act and the Commissioner's Code of Practice. 

 The school will treat the system and all information, documents and recordings 

obtained and used as data which are protected by the Act. 

 Staff have been instructed that static cameras are not to focus on private homes, 

gardens and other areas of private property. 

 Unless an immediate response to events is required, staff must not direct cameras at 

an individual, their property or a specific group of individuals, without an authorisation 

being obtained using the school’s forms for Directed Surveillance to take place, as set 

out in the Regulation of Investigatory Power Act 2000. 

 Materials or knowledge secured as a result of CCTV will not be used for any 

commercial purpose. Images will only be released to the media for use in the 

investigation of a specific crime and with the written authority of the police. Images 

will never be released to the media for purposes of entertainment. 

 The planning and design has endeavoured to ensure that the Scheme will give 

maximum effectiveness and efficiency but it is not possible to guarantee that the 

system will cover or detect every single incident taking place in the areas of 

coverage. 

 Warning signs, as required by the Code of Practice of the Information Commissioner 

have been placed at all access routes to areas covered by the school CCTV.  

ACTION PLAN 

The school uses CCTV equipment to provide a safer, more secure environment for pupils and 

staff and to prevent bullying, vandalism and theft. Essentially it is used to: 

 

 Protect the school buildings and their assets. 

 Increase personal safety and reduce the fear of crime. 

 Support the Police in a bid to deter and detect crime. 

 Assist in identifying, apprehending and prosecuting offenders. 

 Protect members of the public and private property. 

 Assist in managing the school. 
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LOCATION 

Cameras are located in those areas where the school has identified a need and where other 

solutions are ineffective. The school’s CCTV system is used solely for purposes identified 

above and is not used to routinely monitor staff conduct.  

MAINTENANCE 

The CCTV system is maintained by First Ace under an annual maintenance contract that 

includes periodic inspections. 

 

The contractors are responsible for: 

 

 Ensuring the school complies with its responsibilities in relation to guidance on the 

location of the camera. 

 Ensuring the date and time reference are accurate. 

 Ensuring that suitable maintenance and servicing is undertaken to ensure that clear 

images are recorded. 

 Ensuring that cameras are protected from vandalism in order to ensure that they 

remain in working order. 

TYPE OF EQUIPMENT 

The school’s standard CCTV cameras record visual images only and do not record sound. 

Where two way audio feeds (eg call for help systems) are used, they will only be capable of 

activation by the person requiring help. 

 

IMAGE STORAGE, VIEWING AND RETENTION 

 

Recorded images will be stored in a way that ensures the integrity of the image and in a way 

that allows specific times and dates to be identified. Access to live images is restricted to the 

CCTV operator unless the monitor displays a scene which is in plain sight from the monitored 

location.  

 

Recorded images can only be viewed in a restricted area by approved staff. The recorded 

images are viewed only when there is suspected criminal activity and not for routine 

monitoring of pupils, staff or visitors unless the camera(s) are installed to monitor the safe 

movement of persons through a designated area e.g. corridors (these areas will be 

identifiable by clear signs). 

 

The school reserves the right to use images captured on CCTV where there is activity that the 

school cannot be expected to ignore such as criminal activity, potential gross misconduct, or 

behaviour which puts others at risk. Images retained for evidential purposes will be retained in 

a locked area accessible by the system administrator only. Where images are retained, the 

system administrator will ensure the reason for its retention is recorded, where it is kept, any 

use made of the images and finally when it is destroyed. 

 

Neither the Data Protection Act nor the Information and Records Management Society  
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prescribe any specific minimum or maximum periods which apply to CCTV recorded images. 

The school ensures that images are not retained for longer than is necessary. Once the 

retention period has expired, the images are removed or erased. 

 

Disclosure 

Disclosure of the recorded images to third parties can only be authorised by the data 

controller.  

 

Disclosure will only be granted: 

 If its release is fair to the individuals concerned. 

 If there is an overriding legal obligation (eg information access rights). 

 If it is consistent with the purpose for which the system was established. 

All requests for access or for disclosure are recorded. If access or disclosure is denied, the 

reason is documented. 

 

NB: Disclosure may be authorised to law enforcement agencies, even  

if a system was not established to prevent or detect crime, if withholding it would prejudice 

the prevention or detection of crime. 

 

Subject access requests 

Individuals whose images are recorded have a right to view images of themselves and, 

unless they agree otherwise, to be provided with a copy of the images. If the school receives 

a request under the  

Data Protection Act it will comply with requests within 40 calendar days of receiving the 

request.  The school may charge a fee for the provision of a copy of the images. If the school 

receives a request under the Freedom of Information Act it will comply with requests within 20 

working days of receiving the request. As a general rule, if the viewer can identify any person 

other than, or in addition to, the person requesting access, it will be deemed personal data 

and its disclosure is unlikely as a Freedom of Information request. Those requesting access 

must provide enough detail to allow the operator to identify that they are the subject of the 

images, and for the operator to locate the images on the system. Requests for access should 

be addressed to the data controller. 

 

Refusal to disclose images may be appropriate where its release is: 

 Likely to cause substantial and unwarranted damage to that individual. 

 To prevent automated decisions from being taken in relation to that individual 

 
MONITORING AND EVALUATION 
The school undertakes regular audits to ensure that the use of CCTV continues to be justified. 

The audit includes a review of: 

 Its stated purpose 

 The location 

 The images recorded 

 Storage length 

 Deletion 
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IDENTIFICATION 

 

At all entrances and exits, the school will ensure that there are prominent signs placed at 

both the entrance of the CCTV zone. 

The signs will: 

 Be clearly visible and readable. 

 Be an appropriate size depending on context. 

 

REVIEWING 

 

The efficacy of this policy will be reviewed annually and in the light of changes to legislation. 

If the school decides to change the way in which it uses CCTV, it will inform the Information 

Commissioner within 28 days. 

 
COMPLAINTS 

 
Any complaints about the school’s CCTV system should be addressed to the Headteacher. Complaints 
will be investigated in accordance with Section above entitled Breaches of the Code. 
 
ACCESS BY THE DATA SUBJECT  
 
The Data Protection Act provides Data Subjects (individuals to whom "personal data" relate) with a 
right to data held about themselves, including those obtained by CCTV.  Requests for Data Subject 
access should be made in writing to the Headteacher. 

 
PUBLIC INFORMATION 

  
Copies of this Code of Practice will be available to the public from the school office and website, and 
the Headteacher.  

 
SUMMARY OF KEY POINTS 

 

 This Code of Practice will be reviewed every two years. 

 The CCTV system is owned and operated by the school.  

 The Server room will not be manned out of school hours. 

 The Server Room is not open to visitors except by prior arrangement and good reason. 

 Liaison meetings may be held with the Police and other bodies. 

 Recording CD/DVDs will be used properly indexed, stored and destroyed after appropriate 
use. 

 CD/DVDs may only be viewed by the Leadership Team, authorised staff, and the Police. 

 CD/DVDs required as evidence will be properly recorded witnessed and packaged before 
copies are released to the police. 

 CD/DVDs will not be made available to the media for commercial or entertainment purposes. 

 CD/DVDs will be disposed of securely. 
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 Any breaches of this code will be investigated by the Headteacher. An independent 
investigation will be carried out for serious breaches. 

 Breaches of the code and remedies will be reported to the Headteacher. 
 
 
Signed: 
 
 
 
 
 
……………………………………………….  ……………………………………………… 
Business Director    Chair of Advisory Council 
 
Date: 


