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We recognise that our pupils bring with them a wide variety of behaviours influenced by life experiences 
outside school. We aim to respond to each case professionally, objectively and compassionately. We are 
sensitive when working with children and families with specific needs and experiences and we 
continuously seek ways to promote successful partnerships. The basis of differentiation will vary 
dependant on the needs of each case but we will take into account the views of parents and families, 
colleagues and external agencies together with any Statement of Special Educational Need or Education, 
Health and Care Plan. We will also ensure compliance with the trust’s Equality Policy taking into account 
pupils with protected characteristics and making reasonable adjustments for pupils with a disability 
within the meaning of the Equality Act 2010. Both the school and trust respects the Public Sector Equality 
Duty (PSED) that requires public bodies to have due regard to the need to eliminate discrimination, 
advance equality of opportunity and foster good relations between different people when carrying out 
their activities. By following the trust’s Equality Policy, the school seeks to eliminate unlawful 
discrimination, harassment and victimisation and other conduct prohibited by such legislation. 
  
This policy should be read in conjunction with the Trust’s Equality Policy .  
https://www.aquinastrust.org/ 

 

At St George’s Primary School we understand the responsibility we have to educate our 

pupils on e-safety issues; teaching them appropriate behaviours and critical thinking skills 

to enable them to remain both safe and legal when using the internet and related 

technologies, in and beyond the context of the classroom.  

St George’s has a whole school approach to the safe use of ICT and creating this safe 

learning environment includes three main elements:  

- an effective range of technological tools  

- policies and procedures, with clear roles and responsibilities  

- a comprehensive e-safety programme for pupils, staff and parents.  

This Policy document is drawn up to protect all parties – the students, the staff and the 

school and aims to provide clear advice and guidance on how to minimise risks and how 

to deal with any infringements.  

Technology in the 21st Century has an all-encompassing role within the lives of children 

and adults.  New technologies are enhancing communication and the sharing of 

information.  Current and emerging technologies used in school and, more importantly in 

many cases, used outside of school by children include:   

 The Internet  

 e-mail 

 Instant messaging  often using simple web cams 

 Blogs (an on-line interactive diary) 

 Podcasting (radio / audio broadcasts downloaded to computer or MP3/4 player) 

 Social networking sites  
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 Video broadcasting sites 

 Chat Rooms  

 Gaming Sites  

 Music download sites  

 Mobile phones with camera and video functionality 

 Interactive phones with e-mail, web functionality and cut down ‘Office’ 

applications. 

 

2. Whole school approach to the safe use of ICT  

Creating a safe ICT learning environment includes three main elements at this school: 

 An effective range of technological tools 

 Policies and procedures, with clear roles and responsibilities; 

 A comprehensive E-Safety education programme for pupils, staff and parents. 

 Information for parents to help keep children safe outside of school 

 

3. Roles and Responsibilities  

 E-Safety is recognised as an essential aspect of strategic leadership in this school 

and the Head, with the support of Aquinas Advisory Council, aims to embed safe 

practices into the culture of the school.  The Head Teacher ensures that the Policy is 

implemented and compliance with the Policy monitored.  The responsibility for E-

Safety has been designated to the Head Teacher.   

 Our school E-Safety Co-ordinator is Mrs Ellen Peyton along with the computing co-

ordinator. 

 Our E-Safety Coordinator ensures staff keep up to date with E-Safety issues and 

guidance through other professional organisations .The school’s E-Safety 

coordinator, the Senior Leadership Team and Aquinas Advisory Council are 

updated as necessary. 

 All teachers are responsible for promoting and supporting safe behaviours in their 

classrooms and following school E-Safety procedures.  Central to this is fostering, as 

outlined in our Anti Bullying Policy, a ‘No Blame’ culture so pupils feel able to report 

any bullying or abuse or the use or access to inappropriate materials. 

 All staff are familiar with this Policy including: 

 Safe use of e-mail; 

 Safe use of Internet including use of internet-based communication services, such 

as instant messaging and social network sites. 

 Safe use of school network, equipment and data; 

 Safe use of digital images and digital technologies, such as mobile phones and 

digital cameras; 

 Publication of pupil information/photographs and use of website; 

 EBullying/Cyberbullying procedures; 

 Their role in providing E-Safety education for pupils; 

 Staff are reminded / updated about E-Safety matters regularly. 

 

http://safety.ngfl.gov.uk/schools/
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4.  How Complaints regarding E-Safety are handled? 

 The school will take all reasonable precautions to ensure E-Safety.  However, owing 

to the international scale and linked nature of Internet content, the availability of 

mobile technologies and speed of change, it is not possible to guarantee that 

unsuitable material will never appear on a school computer or mobile device.  

LGFL filters sites are used at school and we report any inappropriate sites or issues if 

they occur to LGFL.  Even though there are stringent safe guarding procedures in 

place, neither the school nor LGFL can accept liability for material accessed, or 

any consequences of Internet access. 
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What to do if? 

An inappropriate website is accessed unintentionally in school by a teacher or child 

1. Play the situation down, don’t make it into a drama. 

2. Report to the Head teacher/e-safety officer and inform parents or any children 

who viewed the site 

3. Inform LGFL who filter the site. 

 

An inappropriate web site is accessed intentionally by a child. 

1) Refer to the Acceptable Use Policy that was signed by the child and apply 

agreed sanctions. 

2) Notify the parents of the child. 

3) Inform LGFL to ensure the site is filtered if need by. 

 

An adult uses school IT equipment inappropriately 

1) Ensure you have a colleague with you.  Do not view the message alone. 

2) Report the misuse immediately to the Head Teacher and ensure that here is no 

further access to the PC or laptop 

3) If the material is offensive but not illegal the Head Teacher should then:- 

a) Remove the PC to a secure place. 

b) Instigate an audit of all ICT equipment by the schools ICT managed 

service providers to ensure there is no risk to pupil accessing 

inappropriate materials in the school 

c) Identify the precise details of the material. 

d) Take appropriate disciplinary action (contact Personnel//Human 

Resources) 

4) In an extreme case where the material is of an illegal nature 

a) Contact the police and follow their advice 

b) If requested to remove the PC to a secure pace and document what 

you have done. 

 

A bullying incident directed at a child occurs through email or mobile phone technology; 

either inside or outside of school time. 

1) Advise the child not to respond to the message 

2) Refer to relevant policies including anti Bullying and PSHEC and apply 

appropriate sanctions. 

3) Secure and preserve any evidence. 

4) Inform the sender’s e-mail provider. 

5) Notify the parents of the children involved. 

6) Consider delivering a parent workshop for the school community 

7) Inform  the police if necessary 

 

 

Malicious or threatening comments are posted on an internet site about a pupil or 

member of staff. 

1) Inform and request the comments be removed if the site is administered 

externally. 

2) Secure and preserve any evidence. 

3) Send the evidence to SEOP at www.ceop.gov.uk/contact_us.html. 
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4) Endeavour to trace the origin and inform police as appropriate. 

5) Inform the LA E-safety officer. 

 

You are concerned that a child’s safety is at risk because you suspect someone is using 

communication technologies (such as social networking sites) to make inappropriate 

contact with the child. 

1) Report to and discuss with the Executive Head/ Head teacher/child protection 

officer and contact parents. 

2) Advise the child on how to terminate the communication and save all the 

evidence. 

3) Contact CEOP http://wwwceop.gov.uk/ 

4) Consider the involvement of the police and social services. 

5) Consider delivering a parent workshop for the school community. 

 

Children should be confident in a no-blame culture when it comes to reporting 

inappropriate incidents involving the internet or mobile technology;  they must be able to 

do without fear. 

 

Our E-Safety Policy has been written by the school, including surveying children on the 

type of e- technology they use, any problems they have had and building on the London 

Grid for Learning (LGfL) exemplar policy and Becta guidance.  It will be reviewed 

annually.    

 

http://wwwceop.gov.uk/
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St George’s Bickley CE Primary School 

Policy on Acceptable Use 

This is to be read in conjunction with our E-Safety Policy 

 No one using technology to bully or harass another person. 

 Private use of the internet will be agreed with the school and will be subject to the 

same guidelines and policies as professional use of the services being used. 

 Electronic ordering on the internet will be in line with the financial requirements and 

procedures of the school 

 E-Safety will be taught as part of appropriate ICT lessons e.g. when children are 

using the Internet 

 Adults competent in using the Internet will supervise all pupil internet sessions. 

 Access will always be in ‘public’ areas where screens are visible.  Internet use will be 

driven by clear learning intentions, which are set in the context of well framed tasks. 

 Pupils will not be given access to Newsgroups or ‘chat area’ unless using areas 

specifically designed for safe use and they are supervised. 

 No personal details will be given out over the Internet except on carefully 

approved circumstances e.g. joint projects. 

 The school will keep its antivirus software up to date to ensure that school activities 

are not disrupted by the malevolent actions of others.  

 Pupils receiving questionable materials will report these immediately to the 

supervising adult. 

 Particular care will be taken when performing internet searches and the search 

engine may accidentally return undesirable links. 

 All internet users will be aware that all access is logged and that any material 

accessed may subsequently be viewed by other users as well as the system 

administrator. 

  Parents, staff, and children sign the appropriate E-Safety Agreement Forms 

(attached). 

 The school’s personal computers (including portables) will only be used to access 

the internet through an officially authorised route. 

 Any software downloaded from the internet will be appropriately virus checked, 

licensed and registered.  (Authority for this is only given to ICT Subject leader). 
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St. George’s  E-Safety Agreement Form 

 

Keeping safe: stop, think, before you click! 

 

 

 

Pupil name: __________________________________________ 

 

 

 

I have read the school ‘rules for responsible ICT use’.   My teacher has explained them to 

me.  

 

I understand these rules are there to help keep me safe, and my friends and family safe.   I 

agree to follow the rules.   

 

This means I will use the computers, Internet, e-mail, online communities, digital cameras, 

video recorders, and other ICT in a safe and responsible way.   

 

I understand that the school can check my computer files, and the Internet sites I visit, and 

that if they have concerns about my safety, that they may contact my parent / carer.   

 

 

 

Pupil’s signature _______________________________________  

 

 

Date: ___/___/___   
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E-safety Agreement Form: Parents 

 

Parent / guardian name:  _________________________________ 

Pupil name(s): __________________________________________  

 

 

As the parent or legal guardian of the above pupil(s), I grant permission for my daughter 

or son to have access to use the Internet, LGFL e-Mail at school.   

 

I know that my daughter or son has signed an E-safety agreement form and that they are 

taught about ICT safety and have been told the rules of responsible ICT use’. This will form 

an on going part of the ICT curriculum. 

 

I accept that ultimately the school cannot be held responsible for the nature and content 

of materials accessed through the Internet and mobile technologies, but I understand that 

the school will take every reasonable precaution to keep pupils safe and to prevent pupils 

from accessing inappropriate materials.  These steps include using an educationally 

filtered service, restricted access e-mail, employing appropriate teaching practice and 

teaching E-safety skills to pupils.   

 

I understand that the school can check my child’s computer files, and the Internet sites 

they visit and that if they have concerns about their E-safety or  

e-behaviour that they will contact me.   

 

I will support the school by promoting safe use of the Internet and digital technology at 

home and will inform the school if I have any concerns over my child’s E-safety. 

 

 

Signature as per Home School Agreement Data Collection form. 

 

 

 

This document has been included into the Pupil Application Form. 
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 I will only use the school’s Email / Internet / Intranet for Professional purposes or for 

uses deemed ‘reasonable’ by the Head and Governing Body.  

 

 I will only use the approved, secure email system(s) for any school business. 

 

 I will not browse, download or send material that could be considered offensive to 

colleagues.  

 

 I will report any accidental access to inappropriate materials to the appropriate line 

manager. 

 

 I will not download any software or resources from the Internet that can compromise 

the network, or is not adequately licensed.  

 

 I will ensure all documents are saved, accessed and deleted in accordance with the 

school’s network security and confidentiality protocols. 

 

 I will not connect a computer or laptop to the network / Internet that does not have 

up-to-date version of anti-virus software.  

 

 I will not use personal digital cameras or camera phones for transferring images of 

pupils or colleagues without permission. 

 

 I will ensure I am aware of digital safety-guarding issues so they are appropriately 

embedded in my classroom practice. 

 

 I will not allow unauthorised individuals to access Email / Internet / Intranet. 

 

 I understand that all Internet usage will be logged and this information could be 

made available to my manager on request.  

 

 I agree and accept that any computer or laptop loaned to me by the school, is 

provided solely to support my professional responsibilities and that I will notify the 

school of any “significant personal use” as defined by HM Revenue & Customs. 

 

 I will only use LA systems in accordance with any Corporate policies. 

 

 I understand that failure to comply with the Usage Policy could lead to disciplinary 

action. 

 

 

St. George’s Bickley C.E. Primary School 

ICT Acceptable Use: Agreement Form 

EMAIL / INTERNET / INTRANET / NETWORK USAGE POLICY  
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User Signature 

I agree to abide by the above Acceptable Usage Policy. 

Signature …….………………….………… Date …………………… 

Full Name ………………………………….........................................(printed) 

Job title . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Authorised Signature (Head Teacher) 

Is this member of staff temporary?  NO / YES    If yes, contract end date: …………… 

I approve this email account / connection to the Internet / Intranet. 

Signature …….……………………………...... Date …………………… 

Full Name ………………………………......…(printed) 


