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AQUINAS Church of England Education Trust 
"Life - Transforming - Learning" 
___________________________________________________________ 

 
Procedure Title: Critical Incident and Business Recovery 
Responsibility: Chief Executive Officer 
Review Body:      Board of Trustees  
Date: May 2019   
Review: May 2021 
 
Aim 
The Aquinas Church of England Education Trust (the Trust) will have a structured framework in place to enable 
an appropriate and logical response to a potential or actual unwanted incident or disaster involving staff, 
pupils, visitors, property and data ensuring the safety of all involved. The Trust will make full use of all the 
support agencies available at the time but will retain control of the situation subject to the extent and nature 
of the incident which may necessitate that control is relinquished to an external agency.  
 
The Trust will always minimise disruption and recover a full educational programme as quickly as possible. 
 
Definitions 
Board of Trustees – Trustees acting collectively as the board. 
Headteacher – Headteacher of each academy to include Head of School and Executive Headteacher where 
relevant.  
Critical Incident Team (CIT) - senior leadership team, school business manager (where not part of the senior 
leadership team) site manager/caretaker and/or the office manager of each academy. 
Critical Incident – to include serious injury, illness or epidemic affecting staff or pupils, violent intrusion 
(serious physical assault), explosion, chemical contamination, abduction of a pupil, missing person, fire, break-
in and vandalism, failure of utilities, loss of communication, a breach of data security (including personal data 
as defined in the General Data Protection Regulations (GDPR) and the Data Protection Act 2018 (DPA)), 
computer failure, loss of access or accommodation, extreme staff shortages or multiple staff sickness. 
Aquinas Critical Incident Team (Aquinas CIT) – Chief Executive Officer of the Trust (CEO), and such members of 
the Trust’s central executive team as is considered appropriate to deal with the Critical Incident. The Chair of 
the Board or Trustees will be kept advised of the Critical Incident and the action taken in order to deal with it.  
 
Scope of Plan 
This plan does not include high level disaster events, e.g. terrorist incident, war events, civil insurrection. Such 
events will be coordinated by the London Borough of Bromley and Fire and Emergency Services through the 
Borough Disaster Recovery Plan. 
 
The steps taken to manage the Critical Incident should be seen as a sensible and proportionate response to 
any external or internal incident which has the potential to pose a threat or cause damage to the Trust.  
Certain critical incidences will require the implementation of a lockdown procedure. 

 
Business recovery procedures will aim to minimise disruption to the Trust and its academies and they will be 
proportionate to the seriousness of the incident. 
 
Related Trust Policies: 
When managing a critical incident, the following policies also apply: 

 Trust Health and Safety Policy and academy health and safety procedures. 
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 Trust Data Protection Policy. 

 Trust IT Policy. 
 

Delegation  
The Board of Trustees delegates to the CEO the responsibility for implementing this policy in relation to the 
central operations of the Trust (Aquinas Central). 
The Board of Trustees delegates to the Headteacher of each academy the responsibility for agreeing and 
approving a Critical Incident and Business Recovery Plan (including lock down) for the academy which complies 
with this policy. Each academy must have a Critical Incident and Business Recovery Plan in substantially the 
form as found at Appendix A. Critical Incidents which occur at academy level will be dealt with in accordance 
with the academy’s Critical Incident and Business Recovery Plan which has been approved by the Headteacher.  
The Headteacher and the CIT shall ensure that staff are aware of its contents and the academy Critical Incident 
and Business Recovery Plan is rehearsed each academic year. References to staff at an academy shall include 
all employees undertaking services in relation to an academy nursery, being a provision to provide care and 
education for children between the ages of 2 years and 4 years. 
Every academy Critical Incident and Business Recovery Plan must state that all public relations initiatives 
connected to a critical incident must be undertaken by the Headteacher in liaison with the Aquinas CIT. Once 
the Headteacher has advised the Aquinas CIT of the incident, the CEO and the Headteacher can decide 
whether it is appropriate for the Trust to undertake public relations activities with the academy. 
 
Where the incident involves a breach of personal data security within Aquinas Central or an academy the 
procedures detailed in the Trust’s data protection policy will be implemented. Where the breach of data 
security relates to digital data the additional procedures detailed in the Trust’s IT policy must be implemented. 
 
Responsibilities 
Headteacher - The Headteacher has the authority to determine that a Critical Incident has either occurred or is 
imminent and in such cases will authorise whatever measures are proportionate and effective to maximise the 
health, safety and welfare of the entire academy community. Advice upon such measures may be sought from 
emergency and government authorities as appropriate in the circumstances. The Headteacher shall advise, if 
s/he considers appropriate, the relevant member of the Aquinas Advisory Council of the incident and the 
measures taken. 
Once the Headteacher has determined the seriousness of the incident the Aquinas CIT must also be informed. 
The Headteacher shall also contact families of pupils and staff involved in the incident, the local authority and 
communicate with the media in liaison with the Aquinas CIT.  
The Headteacher may at any time delegate these responsibilities to a member of the CIT. 
 
CIT – Responsible for assisting the Headteacher with co-ordinating the action necessary to deal with the 
incident and implementing the recovery plan.  
 
CEO – The CEO has the authority to determine that a Critical Incident has either occurred or is imminent in 
relation to Aquinas Central and in such cases will authorise whatever measures are proportionate and 
effective to maximise the health, safety and welfare of the entire Trust community in conjunction with the 
Aquinas CIT. 
 
Aquinas CIT – Responsible for advising the Headteacher on the necessary action in order to deal with the 
incident at the academy and for contacting the local authority if not already done so. 
In addition, the Aquinas CIT will assist the CEO in dealing with an incident at Aquinas Central. Training will be 
provided to the relevant staff if considered appropriate.  
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Critical Incident at Aquinas Central 
 
Contact Details in the Event of a Critical Incident 
 

CEO Kathy.griffiths@aquinastrust.org 

Aquinas CIT 
EFD 
CFO 
DPO 
Human Resources Director 
(HRD)  

                                                                                              

Glen.day@aquinastrust.org                                                                                     

Andrew.ferguson@aquinastrust.org 

mary.capon@aquinastrust.org 

janet.vick@aquinastrust.org  

Contact number  020 3949 7000 

Out of Hours  
Aquinas Critical Incident Team 

                                                                                                                       

Details will be circulated to staff at Aquinas central as appropriate 

 
Incident Management  
Where the CEO determines there to be a Critical Incident within Aquinas Central, the Aquinas CIT will: 

 Agree the capacity and roles of each member in response to the type of incident occurring. 

 Determine the response to the Critical Incident  

 Ensure that the reporting of the incident is documented and an incident log is kept recording 

information, actions and decisions taken in relation to the incident. 

 Designate a control room and prepare a communication plan.  

 Implement the business recovery procedures detailed at the appendix entitled Aquinas Central - 

Business Continuity and Recovery. 

 Undertake the necessary public relations communications.  

 
The Aquinas CIT should on the occurrence of the incident: 

 survey the site of the incident, if relevant; 

 assess the type of incident; 

 disseminate information of the incident; 

 assess the type and level of casualties; 

 assess the hazards on site as a result of the incident; 

 ascertain the points of access to and egress from the site; 

 confirm the location of the incident, if on site, by reference to the site plan; 

 assess the precautions which must be taken on site for the safety and security of staff, pupils and 

visitors;  

 provide details to the emergency services;  

 determine the necessary communication to all those affected by the incident; 

 assess any breach of data security; 

 consider the harm caused by the breach of data security; 

 consider the physical and IT consequences of a breach of data security;  

 consider any external agencies which may have to be notified of the incident; and 

 consider appropriate business recovery response and damage limitation measures. 
 

Types of Incident 
 

Incident Level Trigger/Definition 

Minor disruption   Affects a function that can be managed through normal operational activities. 

 The disruption is not serious or widespread and is unlikely to affect business 

mailto:Kathy.griffiths@aquinastrust.org
mailto:Glen.day@aquinastrust.org
mailto:Andrew.ferguson@aquinastrust.org
mailto:mary.capon@aquinastrust.org
mailto:janet.vick@aquinastrust.org
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operations to the significant degree. 

 No significant impact on the operations of Aquinas Central. 

 the Aquinas CIT notified. 

 Escalation of the incident monitored. 

 Emergency services contacted if necessary. 

 Possible activation or partial activation of the Business Continuity Plan. 

Significant 

Disruption  

 Affects more than one function of Aquinas Central but can be contained. 

 The affected function/area has the capacity to be managed thereby limiting 

the disruption. 

 May require the activation of specific resources (ICT/ Facilities/HR/Media). 

 Significant impact on staff safety. 

 Escalation of the incident should be monitored. 

 Meeting of the Aquinas CIT initiated. 

 May require LA notification. 

Major Disruption 

 

 Causes major disruption to the operations and function of Aquinas Central. 

 Major impact on staff safety. 

 Requires the activation of specific resources. 

 Aquinas CIT mobilised and the need to activate the Business Continuity Plan. 

 Mandatory meeting of LA incident management team. 

Loss of Data  Loss of data following a physical or technological breach of data security.  

Where the breach of data security affects the personal data of individuals with 

a potential to cause harm to the individuals the Trust DPO must be advised 

immediately and the Aquinas CIT will be mobilised and assess the extent of 

the breach of data security, the harm caused and its impact on the right of the 

individual. 

 Notification of the breach of personal data to the Information Commissioner’s 

Office within 72 hours of the breach will be undertaken if appropriate.  

 Steps will be taken to limit the impact of the data breach.  

 For further details see the Trust data protection  and IT policies. 

 
Lockdown for Aquinas Central  
The offices of Aquinas Central are located on the Bishop Justus CE School (Bishop Justus) site; consequently, 
the staff employed to work at Aquinas Central will follow the Bishop Justus lockdown procedure. These 
procedures will be practised at least once a year by key staff.  
 
Communication 
Any communication with the media and stakeholders must be timely, accurate and appropriate and must be 

approved by the CEO. The use of the Trust website is key to ensuring the rapid and accurate dissemination of 

information. The website will also be a useful tool to support staff dealing with the disruption. In the event of a 

critical incident and potential lockdown, communication with stakeholders, agreed with the Aquinas CIT where 

possible, will be undertaken as soon as practicable via the Trust and academy website.  

Emergency Services  
Lines of communication will be kept open so that the emergency services can make contact.   The Trust will co-
operate fully with the emergency services and act on advice received.   
 
Review 
The Trust will review its critical incident and lockdown procedures annually and notify staff at Aquinas Central.   
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APPENDIX - Aquinas Central - Business Continuity and Recovery 

In the event of a critical incident at Aquinas Central, the Trust must also consider the recovery and/or 

continuation of its business, the core element of it being the provision of education for the benefit of the 

pupils registered at its academies. In doing so, the Aquinas CIT’s primary consideration must be the health and 

safety of staff and pupils. 

Although it is not possible to consider every potential incident and its impact on the continuation of the 

business, listed below are some of the issues.   

Loss of Premises 

Loss of premises as a result of a critical incident may occur during business hours, necessitating an evacuation, 

or during non-business hours preventing staff accessing the Trust’s offices. 

It is a critical function of the Trust to provide suitable, safe and secure accommodation to enable the delivery 

of Aquinas Central services and to meet duty of care and health and safety requirements.  The information 

below should include anything relevant that would assist with recovery from a loss of premises due to the 

Critical Incident. 

Action Information Responsibility 

Alternative temporary site or relocation 

in the event of a complete or partial 

loss of the site 

Aquinas Central will consider relocating to 

another academy site or will lease a site on a 

short to medium term basis (dependent on 

the nature and extent of the critical incident) 

to ensure that the Trust’s central team can 

continue to operate.   

CEO/ CFO/ EFD 

Inform staff of alternative location Staff will be informed via the Aquinas 

website or email. In the event that these are 

not available for use, personal contact 

number for all Aquinas central staff are 

known and they will be contacted by this 

means.  

CEO/ CFO/ HRD 

Organise shared areas This will be considered where the alternative 

site is limited in space.  

CEO/ EFD 

Arrange working from home where 

possible 

This will be considered where the alternative 

site is limited in space. Members of staff 

who deal with personal or confidential data 

will be prioritised for space in the temporary 

building to ensure data security.  

CEO/ HRD 

Have phone number transferred This will be undertaken once the alternative 

site has been determined.  

CEO/ CFO 

Arrange publicity to alert stakeholders This will be done via the Trust website CEO/ CFO 

 

Loss of Staff 

The most likely scenarios involving a significant loss of staff are industrial action, fuel shortage, outbreak of 

disease (e.g. pandemic influenza) and severe weather. In all of these events, there is likely to be a period of 

notice in which arrangements may be made to mitigate the effects. 
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Action Information Responsibility 

Outbreak of illness or disease (flu pandemic) 

 Provide temporary cover from an 

academy 

Finance – Temporary cover from an 

academy within the Trust will be 

sought. 

Payroll – Payroll would be run based 

on the previous month’s information 

with amendments being made where 

there are leavers. Adjustments can be 

made thereafter to take into account 

any additional payments. 

Alternatively, agency staff would be 

used. Where the incident impacts on 

the majority of staff a short term 

contract with an external provider 

would be considered. 

Executive Team – colleagues would 

cover additional areas of responsibility 

on a short term basis and support 

would be obtained from the 

academies.  

CEO/ DHR 

Fuel Crisis 

 Working from home 

Working from home would be 

considered for those staff that could 

work from home and where data 

security is not impacted. Car shares 

would also be considered. 

CEO/ DHR 

Industrial Action (senior managers should try 

to estimate the proportion of staff affected) 

Finance – Temporary cover from an 

academy within the Trust. 

Payroll – Payroll would be run based 

on the previous month’s information 

with amendments being made where 

there are leavers. Adjustments can be 

made thereafter to take into account 

any additional payments. 

Alternatively, agency staff would be 

used. Where the incident impacted on 

the majority of staff a short term 

contract with an external provider 

would be considered. 

Executive Team – colleagues would 

cover additional areas of responsibility 

on a short term basis and support 

would be obtained from the 

academies. 

CEO/ DHR 

Severe Weather 

 Alternative transport arrangements 

 Working from home 

The weather would be monitored and 

plans made for alternative means of 

transport and working from home, 

where possible.  

CEO/ DHR 
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Loss of ICT 

Failure of IT within the Trust could be caused by a variety of events 

Action Information Responsibility 

Back up paper system  

Back-up server 

Disaster Recovery Contracts 

 ‘Cloud’ arrangements 

 

Aquinas central is supported by 

Microsoft Azure which provides for 

cloud storage and disaster recovery. 

This provides for a fully supported and 

backed up system which can be 

accessed if the network fails. 

In the event of a network failure, 

Aquinas central will also utilise its SLA 

with Exponential e which provides for 

expedited recovery time. Where the 

Trust still has data on local physical 

machines which will be migrated over 

at the same time as the other 

academies following the deployment 

of the Exponential-e network. Our 

exposure is on the physical machines 

which currently holds data. 

CEO/ CFO 

 

Loss of Suppliers 

Action Information Responsibility 

Locate alternatives The Trust does not rely on a single 

supplier and thus an alternative can 

be readily sourced. The Trust will 

access other vetted suppliers from a 

national framework, such as the 

Crescent Purchasing Consortium 

CEO/ CFO 

Ensure payment is not made in case of 

insolvency 

Payment is only made on receipt of 

goods. 

CEO/ CFO 

Inform staff as appropriate Relevant staff will notified as 

appropriate. 

CEO/ CFO 

 

Loss of Non ICT Equipment 

Action Information Responsibility 

Telephones 

 Use emails 

 Use mobiles 

 Use paper based system 

Emails will be used to overcome lack 

of telephone systems in preference to 

other methods. Aquinas could also use 

Skype for business, SIP (Session 

Internet Protocol)  trunks and web 

client via the telephone 

CEO/ CFO 
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Vehicles 

 Public transport 

 Rental of temporary vehicles 

The need will be agreed by the CEO. CEO/ CFO 
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Appendix A 
 

[Insert name of academy] 

Critical Incident and Business Continuity Advice and Recovery Plan (the Plan) 

Aim 
The plan has been created to ensure that staff and pupils know what to do if there is a hazard/incident at the 
academy or in the vicinity that is considered to be a critical incident requiring certain action to be taken which 
can include the lock down of the academy buildings for their own safety.   In line with the Trust’s Health and 
Safety and Critical Incident and Business Recovery policies, the plan will, as far as it is reasonably practicable, 
take steps to: 

 
a) Safeguard the safety and welfare of pupils, staff and visitors; 

b) Resume provision of education services at the earliest opportunity and, where possible, secure a 

continuation of learning;   

c) Maintain the community and identity of the academy; 

d) Return the academy to normality. 

Related Trust Policies: 
When managing a critical incident, the following policies also apply: 

 Trust Health and Safety Policy and academy health and safety procedures. 

 Trust Data Protection Policy. 

 Trust IT Policy. 
 
Definitions 
Headteacher – Headteacher of each academy to include Head of School and Executive Headteacher, where 

relevant. 

Critical Incident Team (CIT)– as agreed by the academy’s senior leadership team and shall always include the 

Headteacher and the Deputy Headteachers. Where the Critical Incident concerns a loss of data, the CIT will 

also include the Data Protection Officer for the academy. 

Critical Incident – to include serious injury, illness or epidemic affecting staff or pupils, violent intrusion 

(serious physical assault), explosion, chemical contamination, abduction of a pupil, missing person, fire, break-

in and vandalism, terrorist attack, failure of utilities, loss of communication, loss of data, computer failure, loss 

of access or accommodation, extreme staff shortages or multiple staff sickness. 

Aquinas Critical Incident Team (Aquinas CIT)– Chief Executive Officer (CEO) and such members of the Trust’s 

central executive team as is considered appropriate to deal with the Critical Incident. The Chair of the Board or 

Trustees will be kept advised of the Critical Incident and the action taken in order to deal with it. 

Contact details in the event of a critical incident are found at Appendix 1 

Application of Plan 
The Headteacher is responsible for determining what type of incident is occurring and will do so with 

reference to the ‘Types of Incident’ criteria detailed below. The Headteacher is also responsible for 

determining if it is appropriate to implement the academy’s lockdown procedures.  

The Plan applies to all employees, volunteers, pupils, parents/carers and other visitors who happen to be on 
the academy site when an incident occurs.  
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Critical incident procedures should be seen as a sensible and proportionate response to any external or 
internal incident which has the potential to pose a threat to the safety of staff and pupils in the academy.  
Certain critical incidences will require the academy to implement a lockdown procedure. 

 
Business recovery procedures should aim to minimise disruption to the learning environment whilst ensuring 
the safety of all pupils and staff. Procedures will also be proportionate to the seriousness of the incident. 
 
The academy will undertake critical incident practice in addition to at least one lockdown practice, for key 
staff only, during the first few weeks of each academic year, which will be organised by the Headteacher. 
 
The academy’s senior leadership team will identify the academy Critical Incident Team (CIT) who will take 
overall responsibility for co-ordinating the academy’s response to the incident. The CIT will: 

 Agree the capacity and roles of each member in response to the type of incident occurring using the 

guidance at Appendix 2; 

 Ensure that the reporting of the incident is documented and an incident log is kept using the guidance 

at Appendix 3 recording information, actions and decisions taken in relation to the incident; 

 Designate a control room; 

 Prepare a communication plan including use of two way radios, list of mobile numbers etc.; 

 Provide appropriate training for all staff; 

 Provide a briefing session with all pupils at the beginning of each academy year; 

 Practice lockdown at least once a year for key staff only; 

 Hold a review meeting after each practice. 

 
The CIT should on the occurrence of the incident: 

 survey the site of the incident, if relevant; 

 assess the type of incident; 

 disseminate information of the incident; 

 assess the type and level of casualties; 

 assess the hazards on site as a result of the incident; 

 ascertain the points of access to and egress from the site; 

 confirm the location of the incident, if on site, by reference to the site plan; 

 assess the precautions which must be taken on site for the safety and security of staff, pupils and 

visitors;  

 provide details to the emergency services;  

 assess the breach of data security; 

 consider the harm caused by the breach of data security; 

 consider the physical and IT consequences of a breach of data security;  

 consider any external agencies which may have to be notified of the incident; and 

 consider appropriate business recovery response and damage limitation measures. 

 
Types of Incident 

 

Incident Level Trigger/ Definition 

Minor disruption 

(affecting a single 

class, year group or 

other function) 

 Affects a single class, year group or other function and can be managed 

through normal operational activities. 

 The disruption is not serious or widespread and is unlikely to affect 

business operations to a significant degree. 

 No significant impact on staff/pupil safety. 

 Headteacher, CIT and the Aquinas CIT notified. 

 Escalation of the incident monitored. 
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 Emergency services contacted as appropriate. 

 Possible activation or partial activation of the Business Continuity Plan. 

Significant 

Disruption (affecting 

more than one class, 

year group or 

function) 

 Affects more than one-year group (in pupil numbers) or other function and 
remains self-contained. 

 The affected area has the capacity to manage the disruption (with or 
without support). 

 May require the activation of specific resources (ICT/ Facilities/HR/Media). 

 Significant impact on staff/pupil safety. 

 Headteacher, CIT and the Aquinas CIT notified and discussed the need to 
activate the Business Continuity Plan. 

 Escalation of the incident should be monitored. 

 Meeting of the CIT initiated. 

 May require LA notification. 

Major Disruption 
(affecting the whole 
school) 

 Affects the whole school and possibly the local/regional area. 

 Major impact on staff/pupil safety. 

 Requires the activation of specific resources. 

 Headteacher, CIT and the Aquinas CIT notified and discussed the need to 
activate the Business Continuity Plan. 

 Mandatory meeting of LA incident management team. 

Loss of Data Loss of data following a physical or technological breach of data security.  
Where the breach of data security affects  personal data of individuals with a 
potential to cause harm to the individuals. the Trust’s DPO must be advised 
immediately The CIT and the Aquinas CIT will be mobilised and will assess the 
extent of the breach of data security, the harm caused and it impact on the 
right of the individual. 
Notification of the breach of personal data to the Information Commissioner’s 
Office within 72 hours of the breach will be undertaken if appropriate.  
Steps will be taken to limit the impact of the data breach.  
For further details see the Trust data protection  and IT policies 

 

Initial Actions for dealing with the Critical Incident 

 Inform: CIT 

Aquinas CIT.   

LA Emergency Team and/or Children’s services (if appropriate) 

See Appendix 1 for contact details. 

 Gather information about the incident as detailed at 3 above. 

 CIT to agree roles and responsibilities in relation to the incident using the guidance at Appendix 1. 

 Communication to all stakeholders and media agreed. 

 Maintain an incident log of all information (inc. expenditure), actions and decisions (see Appendix 3).  

 Where the incident involves a breach of data security the procedures detailed in the Trust’s data 

protection and IT policies will be implemented by the Trust and academies. 

 

Secondary Action for dealing with business recovery 

 Decide which functions (if any) will be suspended and what arrangements can be put in place for 

continuing/alternative working arrangements. 

 Assess if extra resources are necessary. 

 As soon as practicable decide on the timeline for recovery and a strategy for bringing services back on 

line.  

 Keep the Aquinas CIT advised. 

 Keep all stakeholders advised. 
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The guidance at Appendix 4 should be followed. 

 Lockdown  
 This plan has been created to ensure that staff and pupils know what to do if there is a hazard on the academy 
premises or outside the academy that requires them to be locked within the academy buildings for their own 
safety. 
 
Rationale for lockdown 
Lockdown procedures may be activated in response to any number of situations, but some of the more typical 
might be:  

 A reported incident/civil disturbance in the local community (with the potential to pose a risk to staff 

and pupils in the academy).  

 An intruder on the academy site (with the potential to pose a risk to staff and pupils). 

 A warning being received regarding a risk locally, of air pollution (smoke plume, gas cloud). 

 A major fire in the vicinity of the academy. 

 The close proximity of a dangerous dog roaming loose or swarming bees. 

 
Lockdown procedure 
It is not possible to prescribe generic details as there are a number of variables that will dictate exactly how 

the academy can respond to certain situations, e.g. access to the system used to raise the alarm in an 

emergency; location of the incident; accessibility of internal communication systems.   

Nevertheless, the academy will incorporate the following principles into its procedures: 

 Staff will be alerted to the activation of the plan by (insert mechanism which is appropriate to the 

academy). 

 Pupils who are outside of the academy buildings are brought inside as quickly as possible, where it is 

safe to do so.  

 Those inside the academy should remain in their classroom.  

 All external doors and, as necessary, windows are locked (depending on the circumstances, internal 

classroom doors may also need to be locked). 

 Once in lockdown mode, staff should notify the office immediately of any pupils not accounted for 

(and instigate an immediate search for any missing children).  

 Staff and pupils should ensure their own safety prior to assisting anyone else. 

 First aid should be administered where possible. Major Incident First Aid Kits will be sited at (insert 

details). 

 Staff should encourage the pupils to keep calm.  

 The academy should establish communication with the Emergency Services as soon as possible and as 

appropriate. 

 Pupils not within the academy site, but accounted for, should be identified and secured where 

reasonably possible. 

 Movement within the academy will be supervised by members of the CIT. 

 Display lockdown drill information in every classroom alongside information relating to fire drills. 

 The Aquinas CIT will be notified and kept appraised. 

 A map/plan of the academy site will be located in the (headteacher’s office and the academy main 

officer or insert as appropriate). 

 
Full procedures are found at Appendix 5 of this policy. 
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Communication 
Any communication with the media and stakeholders must be timely, accurate and appropriate and must be 

approved by the CEO. When preparing or engaging in any communication it is important to liaise with the 

Aquinas CIT. 

The use of the academy and Trust websites are key to ensuring the rapid and accurate dissemination of 

information. The websites will also be a useful tool to support staff dealing with the disruption. In the event of 

a critical incident and potential lockdown, communication with stakeholders will be undertaken as soon as 

practicable via the academy or Trust websites.  

Parents will be given information about what will happen so that they:  

 are reassured that the academy understands their concern for their child’s welfare, and that the 

academy will do everything possible to ensure their child’s safety; 

 do not need to contact the academy.  Calling the academy could tie up telephone lines that are 

needed for contacting emergency providers; 

 do not come to the academy.  They could interfere with emergency services’ access to the academy 

and may even put themselves and others in danger; 

 wait for the academy to contact them about when it is safe for them to collect their children and 

where this will be from. 

 
If the academy is in a full lockdown situation the switchboard and entrances will be un-manned, external doors 
will be locked and nobody will be allowed in or out.    
 
Emergency Services  
The academy will keep lines of communication open with the emergency services as they are best placed to 
offer advice as a situation unfolds.  The academy will co-operate fully with the emergency services and act on 
advice received.  The Headteacher will liaise with the emergency services with regard to the timing of 
communication to parents.   
 
In the event of a critical incident, lockdown or more severe scenario, the Trust will provide assistance by 
establishing a Reception Centre for families outside of the cordoned area.  
 
Review 
The academy will review its critical incident and lockdown procedures annually. The Headteacher will notify 
stakeholders of the changes as appropriate.   
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Appendix 1 

Contact Details in the Event of a Critical Incident 
 

Headteacher  

CEO Kathy.griffiths@aquinastrust.org 

CIT  

Aquinas CIT 
EFD 
CFO 
DPO 
Director of Human Resources 

                                                                                              

Glen.day@aquinastrust.org                                                                                    

Andrew.ferguson@aquinastrust.org 

mary.capon@aquinastrust.org 

janet.vick@aquinastrust.org  

Aquinas CIT Contact Number 02039497000 

Out of Hours Contact 
Numbers: 
CIT 
Aquinas CIT 

 

Details will be circulated to staff at Aquinas central as appropriate        

Details will be circulated to staff at Aquinas central as appropriate       

 

School Contact Details  

Address  

 

 

Senior Leadership Team  

 

 

Other relevant contacts: 

ICT 

Building Maintenance 

HR 

Office Manager 

 

Location of Site Maps  

 

mailto:Kathy.griffiths@aquinastrust.org
mailto:Glen.day@aquinastrust.org
mailto:Andrew.ferguson@aquinastrust.org
mailto:mary.capon@aquinastrust.org
mailto:janet.vick@aquinastrust.org
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Appendix 2  

Roles and Responsibilities in the event of a Critical Incident 

The CIT is able to assign roles and responsibilities in response to each incident using the following guidance: 

Role Responsibilities Accountability / Authority 

Headteacher   Responsible owner of Business 
Continuity Management in the academy. 

 Ensuring the academy has capacity 
within its structure to respond to 
incidents. 

 Determining the academy’s overall 
response and recovery strategy. 

The Headteacher has overall 

responsibility for day-to-management of 

the academy, including lead decision-

maker in times of crisis. 

CIT  

 

 Leading the academy’s initial and 
ongoing response to an incident. 

 Declaring that an ‘incident’ is taking 
place. 

 Activating the Business Continuity Plan. 
 Notifying relevant stakeholders of the 

incident, plan activation and ongoing 
response actions. 

 Providing direction and leadership for 
the whole school community. 

 Undertaking response and 
communication actions as agreed in the 
Plan. 

 Prioritising the recovery of key activities 
disrupted by the incident. 

 Managing resource deployment. 
 Welfare of pupils. 
 Staff welfare and employment issues. 

The CIT has the delegated authority to 

authorise all decisions and actions 

required to respond and recover from the 

incident. 

 

Site Managers: 

 

 Ensuring site security and safety in an 
incident. 

 Linking with the CIT on any building/site 
issues. 

 Liaising and working with any appointed 

contractors. 

Reporting directly to the CIT. 

ICT Support 

 

 Ensuring the resilience of the academy’s 
ICT infrastructure. 

 Linking with external providers (if 
applicable). 

 Working with the CIT to develop 
proportionate risk responses. 

ICT Technicians report directly to the CIT 

for plan development issues.  

In response to an incident, reporting to 

the CIT. 
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Appendix 3  

Documentation in the event of a Critical Incident 

On the occurrence of a critical incident, documentation encapsulating the following information must be 

completed 

Initial Report 

Primary 

Responsibility 

Anyone notified of the disruption should complete this report form. 

Task Summary Establish accurate details of the disruption to enable decisions on the response required. 

Some questions may not be able to be answered at the initial stages. 

Ask the following questions 

1 Notification of the incident was received from: 

What is their location and contacts details? 

2 Confirm the exact nature and scale of the disruption (try to establish which building services 

and functions are affected). 

Who is on site? 

Are there any injuries/casualties? 

3 Are the emergency services needed? 

If so, has the 999 call been made? 

Are they in attendance now? 

When are they expected? 

4 Who or What is affected – Staff, Pupils, Buildings, ICT or Other? 

5 Does the Headteacher and the Critical Incident Team need to be notified? 

 

6 Does the incident require the assistance of Communications/ICT/HR/Facilities? 

 

7 How long is the disruption expected to last? 
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Incident Log 

Subsequent information, action and decisions should be recorded in the Incident Log. The incident log should 

contain the following information as a minimum: 

Information (inc. date) Source Action (if any) as a result of the information 

   

 

Action (inc. date) By Whom on whose authority Outcome 

   

 

Decision (inc. date) By Whom on whose authority Outcome 
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Appendix 4 

Business Continuity and Recovery 

In the event of a critical incident the academy must also consider the recovery and/or continuation of its 

business, the core element of it being the provision of education for the benefit of the pupils registered at the 

academy. In doing so, the CIT’s primary consideration must be the health and safety of staff and pupils. 

Although it is not possible to consider every potential incident and its impact on the continuation of the 

business, listed below are some of the issues.   

Insert details below where appropriate along with the job title or name of the person responsible for ensuring 

the actions are carried out. 

Loss of Premises 

Loss of premises as a result of a critical incident may occur during school hours, necessitating an evacuation, 

or during non-school hours preventing staff and pupils accessing the academy site. 

It is a critical function of the academy to provide suitable, safe and secure accommodation to enable the 

delivery of education and to meet duty of care and health and safety requirements.  The information below 

should include anything relevant that would assist with recovery from a loss of premises due to the critical 

incident. 

Virtual learning: In cases of an enforced closure many schools provide links through their website to learning 

opportunities.  These, together with other educational internet and paper based services, provide methods 

for providing continuation of education provision. 

It is good practice for the academy to maintain contact with the local authority and/or the Aquinas CIT to 

help identify suitable working processes and possible alternative locations.  

Action Information Responsibility 

Alternative temporary site or 

relocation in the event of a 

complete or partial loss of the 

site (if not pre-determined then 

need to discuss with the Aquinas 

Critical Incident Team and the 

Local Authority) 

  

Inform staff of alternative 

location 

  

Organise shared areas   

Arrange working from home 

where possible 

  

Have phone number transferred   

Arrange publicity to alert 

stakeholders. 

  

Provision of education for pupils 

by alternative means 
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Loss of Staff 

The most likely scenarios involving a significant loss of staff are industrial action, fuel shortage, outbreak of 

disease (e.g. pandemic influenza) and severe weather. In all of these events, there is likely to be a period of 

notice in which arrangements may be made to mitigate the effects. 

It is a critical function of the academy to provide a suitable number of qualified teaching staff to deliver the 

National Curriculum and suitably qualified and experienced support staff to assist in the education of pupils 

and running of establishment services. 

Action Information Responsibility 

Outbreak of illness or disease (flu 
pandemic): 

 Alternative teaching 
arrangements 

 Virtual learning 

 Temporary cover 

 Hygiene precautions 

  

Fuel Crisis 

 Alternative teaching 
arrangements 

 Virtual learning 

 Temporary cover  

 Alternative transport 
arrangements 

 Change in hours of the school 
day 

  

Industrial Action (senior managers 
should try to estimate the 
proportion of staff affected) 

 Alternative teaching 
arrangements 

 Virtual learning 

  

Severe Weather 

 Pre-identified decision 
process (Severe Weather 
Policy) 

 Alternative teaching 
arrangements 

 Alternative transport 
arrangements 

  

Senior Management support on 

hand to advise on prioritisation and 

decisions 
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Loss of ICT 

Failure of IT within the academy could be caused by a variety of reasons. It is important to ensure that the 

main server is resilient with separate power supply but if this is not possible, back up arrangements should be 

in place. 

Action Information Responsibility 

Back up paper system  

Back-up server 

Disaster Recovery Contracts 

Off-site back up arrangements 

‘Cloud’ arrangements 

  

 

Loss of Suppliers 

Action Information Responsibility 

Locate alternatives   

Ensure payment is not made in 

case of insolvency 

  

Inform staff as appropriate   

 

Loss of Non ICT Equipment 

Action Information Responsibility 

Telephones 

 Use emails 

 Use mobiles 

 Use paper based system 

  

Vehicles 

 Public transport 

 Rental of temporary 
vehicles 
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IF THE ACADEMY HAS LOCKDOWN PROCEDURES THEN THESE CAN BE SUBSTITUTED BUT PLEASE MAKE SURE 
THAT THE STEPS COVERED IN APPENDIX 5 ARE COVERED IN YOUR LOCKDOWN PROCEDURES 
 
Appendix 5 
 
Lockdown Procedures 
The CIT will take overall responsibility for co-ordinating the lockdown. 
 
Partial Lockdown  
This may be as a result of a reported incident or civil disturbance in the local community, or as a result of a 
warning being received regarding the risk of air pollution etc. with the potential to harm staff or pupils in the 
academy. 
 
Partial lockdown can also be a precautionary measure that puts the academy in a state of readiness (whilst 
retaining a degree of normality) should the situation escalate.  Emergency Services will advise as to the best 
course of action in respect of a prevailing threat. 
 
Immediate Action: 
1. A (tannoy announcement/emergency buzzer/insert other details) will be made to alert staff and pupils as  

follows: (insert details).  This message will be repeated (insert number) times. 

2. The announcement will be followed with an email to all staff providing details of the situation so that they 

can reassure their pupils. 

3. All outside activity should cease immediately, and pupils and staff must return to the building.  

4. Staff should notify the academy office immediately of any pupils not accounted for or on a planned school 

trip/visit. 

5. All staff and pupils to remain in the building and external doors and windows locked as appropriate. 

6. Free movement may be permitted within the building dependent upon circumstances.   

7. The CIT will liaise with the Emergency Services and conduct an ongoing risk assessment based on advice 

from the Emergency Services and staff within the academy. 

8. The Headteacher will advise the Trust Critical Incident Team. 

 

Full Lockdown  
This signifies an immediate threat to the academy and may be an escalation of a partial lockdown.   Where 
possible the following procedure will be followed: 
 
Immediate action:  

1. A (tannoy announcement/ Emergency buzzer/insert other details) will be made to alert staff and pupils as 

follows: (insert details).  This message will be repeated (insert number) times. 

2. Simultaneously, the emergency services will be notified of the situation.  Where possible this will be 

coordinated by the CIT. 
3. All pupils MUST go to the nearest manned classroom. 

4. The CLOSE procedure: 

a. Close all windows and doors. 

b. Lock up. 

c. Out of sight and minimise movement (e.g. under desk or around a corner). 

d. Stay silent and avoid drawing attention. 

e. Endure. Be aware you may be in lock down for some time. 
5. Where it is safe to do so, staff should email the Office Manager the names of any pupils unaccounted for 

or on a planned school trip/visit. 

6. Staff and pupils should remain in lock down until it has been lifted by a member of the CIT or Emergency 

Services, via a (insert details of the type of message such as tannoy) message.   
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7. At any point during the lockdown, the field evacuation alarm may be activated which is a cue to evacuate 

the building.  

8. During the lockdown, staff will keep agreed lines of communication open to receive instruction via text or 

email. 

9. The Headteacher will advise the Trust Critical Incident Team. 
 
If the media becomes involved, the Headteacher will liaise with the Trust Critical Incident Team to ensure that 
clear and timely messages are released from the academy.   
 
Communications 
The academy will make every effort to keep staff updated either via email or by mobile phone.    
 
Staying safe 
It is not possible to plan or provide procedures for all circumstances.  Staff are therefore asked to apply the 
principles of this policy to any perilous situation, and to do whatever they can to keep themselves and their 
pupils safe and out of harm’s way. 
 

 


